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Image source: http://www.tsunamiblu.com/ 
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The Tsunami Trigger 

Digital, 
Connectivity, 

Personal Data 
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50B~500B connected devices, 
trillions of sensors,  

and related services 
worldwide 

By 2025 
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Connected devices, services, and the 
associated data will generate $19 trillion in 

net economic value to the world’s 
economies over the next 10 years. 

(Cicso, 2014)  
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84 percent of the 
market value of 

S&P 500 
companies comes 

from intangible 
assets, such as 
data, and the 

potential value of 
intangible assets in 
the United States is 

$8 trillion (Lo, 
2016),  
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Knowledge is the 
engine of society 

and personal 
information is  

the fuel. 
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Identity & personal data 
are considered new 

asset classes; they’re 
fueling society and 

economies, globally. 
(World Economic Forum, 2011) 
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$25bn in net profit in the first quarter of 2017	
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Extracting value 
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“Caesars Entertainment, a gambling group, that 
filed for bankruptcy in 2015. Its most valuable 

asset, at $1bn, was determined to be the data it is 
said to hold on the 45m customers who had joined 
the company’s customer-loyalty programme over 

the previous 17 years.” 
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As impressive as this figure sounds, it really is just the 
first step for the data economy. By the end of the 
decade, the global internet population will reach 5 

billion, and the amount of data will grow exponentially 
with the addition of 10 billion machine-to-machine 

connections and a 11-fold rise in mobile data traffic. 
With an increase in applications across industries, it’s 
reasonable to project that individual data will soon 

be worth over $100 per internet user. Within just 10 
years, this industry will be generating more than half a 

trillion dollars per year. 
 

h#ps://www.weforum.org/agenda/2014/09/whats-value-personal-data/	

By 2024 every Internet user (5 billion) 
worth $100 each to industry. 


In the U.S., there are 
approximately 4,000 

personal data brokers, 
generating $202B annually, 
and employing 1,000,000 

people. 
                                            

 (The DMA, 2015) 
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"By 2020 digital identity, in Europe alone, may 
generate over $1.1 Trillion USD in quantifiable 

benefits to industry..."  
                                            

 – Boston Consulting Group, The Value of our 
Digital Identity (2013) 
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The Connected Individual 

3~6 
Connected 
devices per  
Individual 

Today 

10 
Connected devices 

per  Individual 
2020 

50 
Connected devices 

per  household 
2022 
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Contextual Data 
That you can track during 

engagement e.g. time, location 

Implicit Data 
Observed data derived from 

engagement with your brand e.g. 
purchase history, social media follows 

Intimate Data 
Self reported data that people are 

collecting on themselves e.g. through 
fitness trackers and health apps. 

Explicit Data 
Revealed  through what people tell you 

directly e.g. search queries 

Descriptive Data/PII 
Acquired from purchased lists e.g. 
postal address, demographic data 

Creation of Insights 

Derived Data & Insight 
Data, insights and predictions 
derived from available dataset 
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STORE VISIT 
Frequency 
Dwell time 
Time of day 
Journey mapping 

DATA ENRICHMENT 
Acorn/CACI 
Mosaic/Experian QUESTIONNAIRE 

Customer surveys 
Gamification 

CUSTOMER DATA 
Online shopping 
Promotions 
Loyalty schemes 

TRANSACTIONS 
Loyalty data 
E-Receipts 
Vouchering 

SOCIAL MEDIA 
Likes/follows 
Brand reference 
Sentiment analysis 

RE-TARGETING 
Products viewed 
Categories visited 
Tags/cookies 

WEB USAGE 
Sites visited on wi-fi 
Products viewed 

Illuminating the the individual 

Needs 
Wants 
Desires 
Interests 
Preferences 
Influencers 
…  
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Innovations in Retail 
Retailers can utilize such innovations to gather 
new valuable data and improve the customer 
journey. Oak Labs’ smart mirrors collect information on 
how customers shop in dressing rooms, while B8ta 
outfitted the store with cameras that can see which 
products consumers look at, and how long they spend 
with them. Information like this can provide new 
insights about the ways consumers shop on a very 
granular level, allowing proactive retailers to vastly 
improve their shopping experience and conversion 
rates. 
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Personal data & work 
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Innovation in healthcare 
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George	Orwell,	1984	

Orwell	was	an		
Op+mist!	
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We’ve lost control of our personal data 

As our data is then held in 
proprietary silos, out of sight to us, 
we lose out on the benefits we 
could realise if we had direct 
control over this data and chose 
when and with whom to share it. 

SIR TIM BURNERS LEE 
March 11, 2017 
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Facebook influences free will 

"Emotions expressed by friends, via online social networks, 
influence our own moods, constituting, to our knowledge, the first 
experimental evidence for massive-scale emotional contagion via 
social networks." 

Source: Guardian, 2014; Facebook Study 
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Tug of War: Society vs. Individual 

Individual 
Sovereignty 

Connected 
Society 

Image source: hermentorcenter.com 



Identity Praxis, Inc. 2018 © 

“Three Body Problem” 

Open Data 
(e.g. U.S. FCC) 

Individual Sovereignty 
(e.g. EU GDPR,  
U.S. States, India) 

Social Engineering 
(e.g. China, Italy, India, U.S) 

A battle of the 
“Ors”; Needs to be 
battle of the “Ands” 
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Cite privacy 
concerns as a 
barrier to 
adopting 
connected home 
devices.   

36% of use people: 

Source: Forrester 

Worry that apps 
are collecting 
data without their 
consent.  

44% of use adults: 

Worry that their 
data is being 
shared with 
companies they 
don’t know or trust.   

52% of use people: 

Source: Forrester 

Source: Forrester 
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Source: Consumer Reports, January 2017 
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People are taking 
action 
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• 86% of internet users have taken steps online to remove or 
mask their digital footprints* 

• 615 million devices now use adblockers** 

• 11% of the global internet population is blocking ads on the 
web** 

Sources: *PEW, 2013; PageFair 2017** 
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Have cancelled a 
transaction 
because of a 
privacy concern.  

33% of people: 

Source: MEF Trust Survey.  
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	Now	
	
Indirectly	affected	

The	Future	

We	predict	that	the	number	of	consumers	who	perceive	a	data	misuse	will	
dramaOcally	increase	over	the	coming	years	as	a	result	of	rising	

press	coverage	and	exploding	social	media	use.	

Directly	affected	

20% of US consumers have perceived a data misuse 
Over the next five years, the number of affected consumers could more than double 

Source:	BCG	Big	Data	and	Trust	Consumer	Survey	of	more	than	8,000	consumers	in	France,	Germany,	Italy,	Spain,	the	UK,	and	the	US,	conducted	in	November	and	December	2015	
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Data misuse has a high cost  
Misuse costs companies one-third of revenue from affected US customers in the first year 

20% 
of 

consumers 
are affected 

by data 
misuse 

14
%
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In year 1, 
overall 

company 
revenue falls 

5%–8% 

In year 2, 
overall 

company 
revenue falls 

3%–5% 

Year 1 

Year 2 

Year 1 

Year 2 

33% 
 spending drop 

14% 
Spending drop 

30% 
Spending drop  

13% 
Spending drop 

18% 

15% 

17% 

13% 

8% 

6% 

10% 3% 

Drop among consumers who stop spending Drop among consumers who reduce spending 
Note: The drop in spending reflects the share of company revenue at the time of a data misuse that is subsequently lost 
Source: BCG big data and trust consumer survey 2015 
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The Unequal Equation 

Your Data ≠ Free Service + Risk + Loss of Value  
+ Externalities  
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My data is my 
economic asset. 

Awareness to Awakening 
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Understanding Privacy 

”The claim of individuals, groups, or institutions 
to determine for themselves when, how, and 

to what extent information about them is 
communicated to others.” 

Alan Westin, 1968 
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.  
Introducing the 

Personal Information Economy:  
An economy, marketplace, where people  

oversee the exchange of their  
identity and personal information, on their terms 



Identity Praxis, Inc. 2018 © Source: Rethinking Personal Data: Unlocking the Value of Personal Data: From Collection to Usage.  Word Economic Forum. 2013 

Personal Information Management Solution 
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STORE VISIT 
Frequency 
Dwell time 
Time of day 
Journey mapping 

DATA ENRICHMENT 
Acorn/CACI 
Mosaic/Experian QUESTIONNAIRE 

Customer surveys 
Gamification 

CUSTOMER DATA 
Online shopping 
Promotions 
Loyalty schemes 

TRANSACTIONS 
Loyalty data 
E-Receipts 
Vouchering 

SOCIAL MEDIA 
Likes/follows 
Brand reference 
Sentiment analysis 

RE-TARGETING 
Products viewed 
Categories visited 
Tags/cookies 

WEB USAGE 
Sites visited on wi-fi 
Products viewed 

Mapping the individual  

PERSONAL INFORMATION 
MANAGEMENT SOLUTIONS (PIMS) 
Everything…. 
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Jennifer Lyn Morone Inc.  
Services Offered 

Physical 
Mental 

Biological 
 

[DATA] 

h#p://jenniferlynmorone.com/	
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Privacy is the 
new luxury good 
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Breaking the monopolization of data 

”A world of data network 
effects, requires us to loosen 

the grip that providers of online 
services that have over data 

and give more control to those 
that supply the data [aka the 
individual data subject – the 

people].”  
(Economist, 2017) 
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“Where do you begin? 	
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Technology? Media? Year 

“Right to Privacy” 

“The makers of the 
Constitution conferred the 
most comprehensive of rights 
and the right most valued by 
all civilized men — the right 
to be let alone.” 
—Justice Louis Brandeis 
(1928) 
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How we got here: the personal Information economy 

Wave 1 Vision: 1945~1990 
+ Info intermediary 
   concept 

Wave 2 Academic 
/Theoretical: 1990~1996 

Wave 3 - : Emergence 
1996~2020 (est) 

Personal data [identity] 
 the new asset class 

Wave 4 – The Meeting of 
Waters (Convergence): 
2020 (est) ~ future 
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Four Lens Of The World 
Technology Economic 

Legal Moral/Cultural 

People’s psychological, 
economic, social needs. 
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• Read, Listen, Watch (RLW) – don’t just take my word for it 
• Conduct a personal data audit 
• Prepare for GDPR (It is about new business models, not just 

compliance) 
• Remember, we live in a worlds of Ands, not ors 
• Maintain a balanced view through the four lenses: technology, 

economic, legal, moral  
• Prepare to invite the individual to the “economic” table, build them 

in to the business model 
• Prepare to add personal information management services (PIMS) 

to your MarTech stack 
• Decide what type of society you want to thrive in 
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michael@identitypraxis.com 

THANK YOU! 

CO-FOUNDER/ MANAGING PARTNER 


